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Logging on to your PC is like second nature. 

You can literally do it with your eyes closed. 

But what happens when your password 

doesn’t work? Or you know you have author-

ized access to a particular file but it won’t 

open? Or what about that website that you 

frequent often is showing unavailable? Unfor-

tunately, it may be a DoS or DDoS attack, and 

sometimes there is not much you can do 

about it. 

A Denial of Service attack, also known as DoS 

Attack, is a hacker’s at-

tempt to prevent the in-

tended user from having 

access to his or her PC, 

files, websites, and other 

services, by temporarily 

or indefinitely interrupt-

ing or suspending services 

connected to the Inter-

net. Knowing that a serv-

er can only process a 

certain amount of re-

quests at a time, the at-

tacker floods the network with information, 

making it impossible for users’ requests to be 

fulfilled.  

Hackers are also using DDos (Distributed 

Denial-of-Service attacks) which targets hun-

dreds or sometimes thousands of PCs simul-

taneously throughout the Internet making it 

extremely difficult to fight back just by block-

ing traffic. It sometimes is challenging to even 

know if an attack is in progress but there are 

some key traits that help verify if you have 

fallen victim. Experts say to look out for 

things that seem out of the norm such as una-
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vailability of a particular website, increase of 

spam in your email account and even your 

network responding a lot slower than usual.  

Research has shown an uptick in these types 

of attacks, especially those targeting sites or 

services hosted on high-profile web servers 

such as banks and credit card payment ser-

vices.  

What do you do to keep yourself safe? There 

is no foolproof method to avoid being a victim 

of these attacks. However, there are some 

measures we can take to 

lessen the likelihood of a 

cybercriminal using your 

computer to fulfill their 

nefarious objectives.  

 Always have anti-

virus software installed 

and ensure that it re-

mains up-to-date. 

 Make sure you 

have a firewall in-

stalled and configured 

to restrict traffic com-

ing into and leaving your 

computer. 

 Always follow good security 

practices for distributing 

emails.  Applying email fil-

ters may help you manage 

unwanted traffic. 

Hackers will continue to change their tech-

niques and methods on how these Dos and 

DDos attacks are done so it is imperative to 

be sure to take all necessary measures to pro-

tect your network. 
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3 File Sharing Habits to Break Now 

The need to eliminate paper has been on the rise for 

years, thus causing us to do more file sharing electroni-

cally. It’s a great tool allowing us to transmit files seam-

lessly and quickly. Sharing files and documents are an 

essential part of everyone’s work day; not to mention, 

there are many tech tools that has made it easier, but 

not always safer. We get used to doing things a certain 

way, but there are some bad habits that we all need to 

take a look at changing in order to keep our customers’, 

employees’ and our company’s documents protected. 

Studies have shown that at least 35 percent of data 

breaches have been due to “human factors” i.e., employ-

ee negligence. Here are three habits that should be bro-

ken immediately: 

1. Stop sharing files via personal email accounts. 

Sometimes employees need to send a large file 

quickly and their work email may not get the job 

done, therefore they decide to take matters into 

their own hands and use their personal email ac-

count to send the file. However, using a personal 

email to send confidential or sensitive docs leaves a 

huge opening for hackers to hijack and do damage to 

those docs. 

2. Don’t use flash 

drives. Flash drives 

are convenient but not 

always safe, as they  

have long been a hack-

er’s crown jewel. The 

flash drive does not go 

through network secu-

rity making it easy for a cybercriminal to infiltrate 

and infect. If the flash drive becomes infected with 

malware it will then spread to the PC once inserted 

and most likely wreak havoc on a network. 

3. Don’t use unauthorized file sharing software 

that is not part of your company’s IT policy.  

There are great software applications out there that 

advance our capabilities to share files, however, 

some of them don’t have the proper security infra-

structure built in to help prevent an attack, and this 

can result in business security breaches, credit card 

fraud and identity theft.  

When it comes to file sharing, it is always best to play it 

safe. Employees should always use the IT solutions that 

are officially implemented and approved by an organiza-

tion or its IT department. Break bad file sharing habits to 

keep you, your company and your customers safe!  

 

 

 

 

 


